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Fuzzing Programs with Configurations
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Existing Configuration Testing Approaches
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Contributions of Our Work

● Empirical Study: How configurations affect fuzzing performance?

● ConfigFuzz: Expands input space to include configuration and allows 
fuzzers to mutate expanded input

● Evaluation: Compare ConfigFuzz to

1. Fuzzing default configuration

2. Fuzzing sample configurations with combinatorial testing
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Study setup:

● Target programs: FFmpeg, nm, gif2png

● Metric: line coverage

● Fuzzer setup: AFL, 3 trials, 24 hours

● Configurations: manually constructed

How Configurations Affect Fuzzing Performance?
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How Configurations Affect Fuzzing Performance?
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How Configurations Affect Fuzzing Performance?

7

Configurations:

● Reach unique code locations
● Contribute disproportionately to fuzzing performance
● Also depend on programs



ConfigFuzz: Efficient Fuzzing of Configurations

Key ideas:

● Expand input with configurations encoding

● Smartly fuzz configurations when fuzzers mutate expanded input
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ConfigFuzz
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Configuration 
Grammar

Types: bool, choice, numeric, 
string

Input options: the way a 
program takes input file

Maxopts: number of options 
generated by ConfigFuzz in a 
configuration

An excerpt of configuration grammar of FFmpeg 10



Expanded Input Organization

Configuration Bytes Data Bytes

Configuration Bytes

Option Byte Option Byte Setting Bytes Setting Bytes

number of options
in a configuration

number of options
in program
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Configuration Encoding
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-f mpeg

Setting 
Bytes

Setting 
Bytes

argv:  ffmpeg -f mpeg -i tmpfile-vn

An excerpt of configuration grammar of FFmpeg



How ConfigFuzz performs?

Two settings of ConfigFuzz: 

● ConfigFuzz-k: the fuzzed 
configurations contain at most k 
explicitly set options

Setups:

● AFL, AFL++, 5 trials, 24 hours

● Target program: xmllint, objdump 
and cxxfilt

● No string option
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Two baselines: 

● Baseline-def: the default 
configuration

● Baseline-cov: sample of 
configurations generated by 
two-way covering arrays; each 
configuration is fuzzed for      
[24h / # of samples]



2-Way Covering Array
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2-way Covering Array on cxxfilt Sample Options



How ConfigFuzz performs?

● RQ1: Does ConfigFuzz outperform baselines?

● RQ2: How ConfigFuzz-1 and ConfigFuzz-2 compare?
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xmllint:

● ConfigFuzz 
outperformed 
two baselines

● ConfigFuzz- 2 
outperformed 
ConfigFuzz -1

AFL - xmllint AFL++ - xmllint
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Preliminary Results



cxxfilt:

● Covering arrays 
performed the 
best

● ConfigFuzz-1 and 
ConfigFuzz-2 
results did not 
show statistical 
significance

AFL - cxxfilt AFL++ - cxxfilt
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Preliminary Results



Planned Additional Study and Evaluation

● Deeper investigation of the experimental results

○ Which configurations are fuzzed over time

○ How configurations contribute to fuzzing performance

● Evaluate ConfigFuzz with more programs and fuzzers

○ The same set of programs in empirical study and preliminary evaluation

○ Search for more programs with well-documented options

● Experiment with other variants of ConfigFuzz

○ More option interactions

○ String options
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Conclusions

● Configurations (1) cover unique codes during fuzzing and (2) 
contribute to code coverage disproportionately

● ConfigFuzz encodes configurations into expanded input and 
enables fuzzers to smartly fuzz configurations

● Deeper investigation is proposed to gain insights from evaluation 
results
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